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Attorney general talks about ‘spam’ that makes people sick

Dear Attorney General Kline:

I’'m a small business owner
whose daily task has been to battle
thedaily influx of junk e-mail. | also
realize that my employees spend a
largemajority of their timehandling
these issues, as well. Would you
offer some suggestions for indi-
vidual sand small business owners
like me to help us deal with this
growing annoyance?

Dear Kansas Consumer:

Theuseof Spam, towhichyou're
referring, is a common marketing
practice used to pitch acompany’s
productsor servicesto massgroups

of consumers. Among other things,
junk e-mail hasbecomeadaily ob-
staclefor nearly everyonewith ac-
cessto acomputer.

Thoughjunk mail isburdensome,
unknown senderscan also put your
technology at risk for viruses and
can put you at risk of becoming a
victim of fraudulent activity if you
arenot careful. Spoofing, aform of
Spam, has also become acommon
tool for virtual marketers. Spoofed
messages appear to come from a
sender other thanthetruecomposer,
an illegal practice in Kansas and
most other states. Whether or not

youareabletoidentify whoissend-
ing the messages, education is of-
ten the surest form of prevention.

Examples of spoofed e-mail in-
clude:

*“Phishing” Scams. One ex-
ample of this particular type of e-
mail fraudincludesane-mail which
claimsto befrom asystem admin-
istrator and requests a user to
changehisor her password or other
sensitive information or face the
suspension of that account. Many
fall victimtothisscheme.

» Advanced Fee Loan Scams.
Another form of spoofede-mail in-

Governor signs bill to require
some voters to show identification

TOPEKA (AP)— SomeKansas
voterswill haveto show adriver’s
license or other form of identifica-
tion to ensure that their ballots are
counted under abill Gov. Kathleen
Sebeliussignedintolaw earlier this
week.

The new law, which takes effect
July 1, will apply to Kansans who
are voting for the first timein a
county.

They must show identification
either when they register, goto a
polling placeto vote or seek an ad-
vanceballot. If they refuse, they still
may cast a provisional ballot, but
election officials could declare it
invalidlater.

Sebelius,aDemocrat, and Secre-
tary of State Ron Thornburgh, a
Republican, had disagreed over
how far Kansasshouldgoinrequir-
ing ID, and the measure containsa
compromisethey drafted.

Thelegidationisaimedat bring-
ing Kansas into compliance with
thefederal “HelpAmericaVoteAct
of 2002,” which promised states
$3.9hilliontoreplaceoutdated vot-
ing machines, train election work-
ers, educate voters and make poll-
ing places accessible.

Kansas will receive $26.2 mil-

lion, according to the legislation.

Sebeliusal so had madeher sign-
ing the voter 1D bill conditional
uponthel egislatureapprovingan-
other measure intended to make
polling placesaccessibletothedis-
abled.

Lawmakersdid so Friday.

“Shefeltitwasimportanttohave
both pieces going hand-in-hand,”
Sebelius spokeswoman Nicole
Corcoran said Monday. “We're
pleased.”

Kansas already has received $5
millioninfederal funds. However,
the remaining $21.2 million could
have been jeopardized had avoter
identification bill not passed or
Sebelius had not signed one.

“I"'mthrilled that we can now go
tothefedsand say Kansasisinline
and Kansasisready tocomply with
thefederal law,” Thornburgh said.

Under the bill, an affected voter
canshow adriver’slicenseor anon-
driver’sidentification card, or pro-
videthelast four digitsof hisor her
Social Security number.

Acceptableformsof ID alsoin-
cludeautility bill, bank statement,
pay stub, government check or
other government document, if they
show avoter’sname and address.

Last year, legislators passed a
bill torequireall votersto provide
ID.

Thornburgh said that measure
would bemost simpletoadminis-
ter.

However, the federal act man-
dates someform of identification
only when someone registers to
vote by mail.

Sebelius vetoed last year’'s
Thornburgh-backed hill, sayingit
would suppress turnout.

Theaccessibility bill, backed by
advocates for the disabled, re-
writes a 1977 state law allowing
for inaccessible polling places if
thereareplanstoimprovethem*in
the foreseeable future” and if
county electionofficialsreport the
problem to county commission-
ers.

Themeasurewouldrequirethat
all polling placesbeaccessibleon
Election Day andwould allow so-
called curbsidevoting, withabal -
lot carried to a disabled person
who is outside a polling place.
Kansas has 2,400 polling places.

L egislative negotiators drafted
the final version. The House ap-
proved it, 117-3 and the Senate
passed it, 38-2.

cludestheNigerian Scaminwhich
users receive, via e-mail or snail
mail, amessageindicating that they
havereceivedanofficial, confiden-
tial letter inwhich they must pay to
receivefundsfromAfricanroyalty.

 Chain letters. These e-mails
claimquick cashwiththeclick of a
mouse. Theillegitimatee-mail typi-
cally statesthat you send between
$5-20 to the names on asmall list,
then replace one of those names
withyour own. This scam wasiini-
tiated offline and recently moved
online dueto the massdistribution
and accessibility of e-mail.

You may also be alerted to
spoofed e-mail attemptshby reports
fromyour usersor by investigating
bounced e-mail error messages.
Ensuring a secure, junk-free net-
workisdependent upon prevention,
including education. Other meth-
odsof preventionthat could prevent
“technology” headacheinclude;

 Backing up your computer data
onaregular basis, at |east monthly.
Small amounts of data can be
backed up on floppy disks and

larger amounts on CDs.

« Educatingyourself, and/or your
employees. Obvious enforcement
policiesincludenot opening e-mail
from unknown sources, deleting
suspicious e-mailsif the origin is
suspect, and disconnectingfromthe
Internet when not online.

* Regularly checking for suspi-
ciousactivity. Almost al firewalls,
encryption programsand password
schemesinclude an auditing func-
tion that records activities on the
network. Businesses should regu-
larly check logging data and audit
trailsto look for unusual or suspi-
ciousactivity.

Marketers, scammers, and the
like, findyour e-mail address, often
by purchasing national or masslists
from advertisers. To opt-out and
reduce the number of marketing e-
mailsyou receive, you canremove
your address from the commercial
list by registeringuptothreee-mail
addresses at the Direct Marketing
Association’s web site at http://
www.dmaconsumers.org/optout-
form_emps.shtml/.

Considering all the unwanted e-
mail we receive, count yourself
lucky if you or your business have
not been hit with avirus- Spamiis
knowntocontainall kindsof unsafe
attachments. Virusesand Spam of -
ten go hand-in-hand. Viruses are
conceptually comparableto human
viruses. They need awarm body tc
grow or sustain life. If you, asthe
user, takepreventative measuresto
avoidtransmittingacomputer virus
through taking active measures
against Spam, avirusisnot likely
tosurvive.

Editor’s note: Attorney General
Phill Klineoffersthispublicservice
tohelp peopleavoid becoming vic-
tims of consumer fraud. Although
some of the details have been
changed, thecasesappearinginthis
column are based on actual com-
plaints. For informationortofilee
complaint, writeAttorney General
Phill Kline, Consumer Protection
Division, 120 SW 10th Ave, 2nd
Floor, Topeka, Kansas66612 or call
thetoll-free Consumer Hotline, 1-
800-432-2310.

Colby Country Club

EASTER BUFFET

Sunday April 11, 2004
Buffet Open From 11:00 - 2:00

Menu:

Baked Ham, Roast Beef
Garlic Mashed Potatoes
Green Beans, Corn
Various Salads
Various Desserts

Call 266.6443 For Reservations

FLANDERS
GUTTERING

“ A better
way to go”

SPECIALIZING IN:
* 5inch seamless
guttering
» Soffit and Fascia
* Windows
» Roofing

CALL FOR SPRING
SPECIALS!

785-694-2865
785-462-0632
FREE ESTIMATES

nwke[éas com

C'all 462-3963 o

stop by 155 W, 5th
%—*

New BEGINNINGS
Counseling
SERVICES

Specializing iN CHildren,
Adolescent, Individual,
Marital and Family
Counseling.

422 Swmith Drive
Colby, KS 67701
182-462-7508

EVENING APPOINTMENTS

Design ¢« Remodel ¢

“Serving Colby and the Area
Since 1984”

785-462-7843

* KITCHENS* BATHS
* CABINETS+ COUNTERTOPS »

Installation

Affordable Granite Countertops
See our samples at I nlow Interiors

THE TOOL
BOX

To have your ad placed in the

Business Directory, call Crystal
at 462-3963.

Warta Chiropractic
& Fitness Club

415 N. Franklin « Colby 785-460-3350

Dr. A.J. Warta

Where you can still get a full-spine adjustment for 1980’s fees!

Monday & Wednesday: Science
2:00-7:00 p.m. and Nature BC/BS CAP Provider
Tuesday, Thursday & Friday: Working Together Simple Care Provider

10:00 a.m.-3:00 p.m. For You!

25 years of experience as a
licensed chiropractor

OFFICE OPENS IN DOWNTOWN COLBY!
STEPHEN R. ALLEN

CERTIFIED PUBLIC ACCOUNTANT

is a CPA firm providing tax preparation services, book-

keeping, tax planning, financial statement preparation

and consulting. Steve brings over twenty five years

of public accounting experience to the community.
For professional and confidential services,

contact Steve at 785-460-0444.

The offices are located at 390 N. Franklin Ave in
the William V. Adams, CPA office building.

Business DIRECTORY

“=:=ROUND TRIP TRAVEL

@ Call for 2004 Bus Tour Schedule

e+ VACATION SPECIALS ¢ ¢
From (per adult) $250
505

LAS VEGAS - Air & hotel
DISNEY WORLD - Hotel, air, park passes
MEXICO - Air & hotel

CARIBBEAN CRUISE & AIR

ALASKAN CRUISE & AIR

HAWAII - Air & hotel

LONDON, ENGLAND - Air & hotel
AMTRAK EXPLORE AMERICA

ALLSPECIALSMAYBEFOR  0A) | [\ OR FAX YOUR INTERNET QUOTES AND OTHER ADS!

SPECIFIC DATES AND ARE

sussecT To avaiLagiLITy. WE CAN BOOK THEM FOR YOU WITH LOCAL, CARING SERVICE!!

140W. 4th
Colby, KS 67701
1-888-690-7077
462-6999
FAX: 462-3824

No. of nights 4 WORLDWIDE:
3 Vacation
$450 3 Packages,
$1,050 5 Cruises, Tours,
$1,500 7 Groups, Flights,
$740 3 Hotels, Trains,
$700 3 Cars
$359 Max. 45

Ask about AAA, AARP, Senior
& Companion, Corporate
and Government discounts!

Good TAsTIN! -

Lip SmAckin!!

Enhance Flavor in all Meats
e Little Audreys Hickory Sauce
e Little Audreys Jalapeno Hickory Sauce

e Little Audreys Hickory Meat Baste
~ Available in Quarts, Pints and Gift Sets ~

Purchase at: Dillons - Deli area, Kansas Country Store,
Em & Me Antiques or Town N’ Country Beauty Salon

Made By Saus Haus, Inc. ~ Nyla Domsch, Owner

Investment Center

Located at

AN

BANK OF COLBY

* NOT FDIC insured
*« NOT GUARANTEED by
Farmers and Merchants Bank
* Subject to Risk and may lose value
0SJ(816) 753-7859

College can open many
doors for your children...
529 college savings plans
offer apowerful way to save
for education expenses. Call
today for an appointment!

Lisa Wilson s

Financial Advisor

Toll Free: 877-460-3321 EINANCIAL SE\R,VICES INC
240 W. 4th, Colby, KS

es Offered Exclusively Through

Phone: 785-460-3321 RAYMOND TAMES

MEMBER: NASDIFIPC
An independent broker/dealer

New System §

650 N. Grant ¢ Colby, KS 67701

‘, Professional Window

Cleaning

Commercial = Residential

~ Now Scheduling Spring Cleaning! ~

Call for your FREE estimate:
785-462-6995 ~

FINALLY!

800-611-6735

Health Insurance for Individuals,
Families and the Self-Employed

at AFFORDABLE Rates.

Insurance is Underwritten by The MEGA Life and Health Insurance Company

800-783-9417

Jeffrey M. Rayl, D.D.S.

I's proud to announce the opening of his dental practice
Starting Monday, April 5th, 2004

teeth
removal of wisdom teeth

Comprehensive bite analysis

whitening)

Offering the following patient dental services:
e Complete endodontic services (root canal) molar and anterior

e |.V. Sedation for al dental procedures including surgical
TMJTMD diagnosis and rehabilitation

Orthodontics for children and adults

Dental Implants: surgical placement and restoration

Laser peridontal (gum disease) therapy

Esthetic crown and bridge restorations; all ceramic (no metal)
Brite Smile and Zoom one hour in-office bleaching (teeth

e General dental prodecures:. cleanings, tooth colored fillings,
partial dentures, biologic dentures

» Extensive cosmetic procedures including veneers, bonding,
smile-lifts, and smile makeovers

Jeffrey M. Rayl, D.D.S.

I's proud to announce the opening of the

Western Kansas Center
for
Comprehensive Dental Diagnosis
and Rehabilitation

1690 W. 4th

Colby, KS

Studies

 Graduate, Pacific Endodontic Research Institute for Microscopic

Endodontics

 Graduate, American Straight Wire Orthodontic Association

» Graduate, Las Vegas Institute for Advanced Dental Studies

» Graduate, Level 1V, Orognathic Bioesthetics International for
Comprehensive Diagnosis and Rehabilitation

Graduate B.S. Microbiology, University of Kansas, 1974
Doctorate of Dental Surgery, Creighton University, 1980
Graduate, Level 1V, Dawson Center for Advanced Dental Studies
Graduate, Jankelson Center for Neuromuscular Occlusion

1690 W. 4th « Colby « 785-460-3999 or toll free 1-866-305-3999

For appointments call 1-785-460-3999 or toll free 1-866-305-3999




